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1. Introduction

The purpose of this policy and strategy is to provide an overarching framework for the use of social media within the Integrated Care Board for mid and south Essex hereafter referred to as the ICB and the Integrated Care System, hereafter referred to as the ICS.  
This policy is not a social media strategy or advice on how to use individual social media tools and platforms — it is guidance for staff to ensure that social media activity adheres to Standards of Business Conduct policy. Each individual or business area should assess the value of using social media tools in an official capacity and follow this guidance if they decide to do so.
2. Purpose / Policy Statement
This policy applies to all Mid and South Essex ICB (known as NHS Mid and South Essex) employees, including clinical leads, apprentices, contractors, volunteers, non-executive directors and governors, covering personal and organisational accounts.

The purpose of this document is to: 
· Provide guidance for using social media, ensuring the ICB, staff and service users are not brought into disrepute because of the inappropriate use of social media.
· Provide a framework for the use of social media accounts operated on behalf of the ICB and wider ICS to ensure they are managed consistently and in line with information governance requirements. 

· Support staff using social media for professional development, for example through a personal account that identifies them as an ICB employee and used to discuss professional issues. 

3. Scope

The policy will apply across all parts of the organisation as a statutory NHS body and includes all ICB staff and those in the wider ICS as appropriate. It relates to all areas of ICB activities as a commissioner of NHS services and persons engaged in business on behalf of the wider ICS.
4. Definitions

· Social media: internet-based media sites that are used by individuals or groups for two-way interaction and discussion. This could be to express opinion, give advice or share information.
· Social media channels and platforms: This includes but is not limited to: Facebook, X (formally known as Twitter), Instagram, LinkedIn, TikTok, Snapchat and YouTube. There is also Yammer which is an internal social network for ICB staff. 
· Social media accounts: Named profiles on a social media platform representing a person or organisation and enabling them to participate in information/opinion sharing and conversation.
· Corporate social media accounts: The named and trusted accounts representing Mid and South Essex ICB and ICS. These are run solely by the corporate communications team.

· Trusted accounts: Social media accounts that have been checked and validated to be authentic. 
5. Roles and Responsibilities

5.1. All ICB Employees and Board members

5.1.1. All Integrated Care Board members and staff have a duty to ensure they familiarise themselves with and adhere to the guidelines set out in this policy. 

5.1.2. If a member of staff is concerned about something relating to the ICB and ICS that they see on social media, it is their professional responsibility to inform their line manager, the communications team and/or  ICB freedom to speak up leads. Details on freedom to speak up can be found in the Raising Concerns policy. 
5.1.3. Contractors and staff working for the ICB and ICS are expected to abide by the contents of this policy. 

5.2. Integrated Care Board

5.2.1. The Integrated Care Board is responsible for ensuring that the ICB have systems and processes in place for effective use of social media and handling enquiries and comments received via social media. 
5.3. Executive Director of Strategy and Corporate Services
5.3.1. The Executive Director of Strategy and Partnership has overall responsibility for this policy. 
5.4. Director of Communications and Partnerships
5.4.1. The Director of Communications and Engagement has responsibility for protecting and promoting the reputation of the ICB and ICS and for dealing with media issues arising from social media. 
5.5. Specialist Communications Manager / Policy Author

5.5.1. The Specialist Communications Manager has responsibility for social media policy monitoring, development and implementation and the strategic development of social media tools for corporate use. 
5.6. Audit Committee

5.6.1. The Audit Committee is the sponsoring committee for this policy and will seek assurances from the Executive Team that the policy is being adhered to.
6. Policy Detail

Management of corporate social media accounts
6.1. Our corporate accounts and what they do
6.1.1. The ICB has corporate accounts on Facebook, X (formally known as Twitter), Instagram, LinkedIn, TikTok and YouTube. 
6.1.2. These accounts are owned and managed solely by the communications and engagement team and monitored Monday to Friday 9am-5pm. 

6.1.3. We encourage staff to contact the communications team if they want to share news, events or messages relating to their work on our corporate accounts. 

6.1.4. Social media management is undertaken by the digital and communications team through a third-party management dashboard. 

6.2. Tone of voice and type of post

6.2.1. Our corporate accounts:
· support our corporate objectives.
· promote good news stories about the ICB, ICS and wider partners.

· announce new service developments and examples of innovation and good practice.
· support local, regional and national NHS or government communication and behavioural change campaigns.
· promote key messages about our services. 
· give information about changes to services. 

6.2.2. We adopt a friendly, first person, tone of voice in line with our corporate values. 

6.2.3. We use photographs, graphics, videos, gifs, hashtags and links in line with the ICB and the NHS brand guidelines, and adhere to the accessibility guidelines for social media campaigns as set out by the Government Communication Service.

6.2.4. Requests for content to be posted via corporate channels can be made by emailing comms.msepartnership@nhs.net. 

6.3. Interactions

6.3.1. We respond to direct messages by signposting enquiries to the right department for comment. 

6.3.2. We monitor and respond where appropriate to comments on our posts. 

6.3.3. We monitor and respond, where appropriate, to posts that tag our accounts. 

6.3.4. We escalate to managers within our organisations and to regional, national and/or external partners where they raise concerns about safety, care or inappropriate behaviour. 

6.4. Responding to comments

6.4.1. Our social media channels are checked throughout the day between 9am and 5pm and comments and direct messages are usually responded to within 48 hours on a working day, where possible. 

6.4.2. Our Facebook account sends an automatic reply to anyone sending a direct message that details working hours and provides a link to our website.

6.4.3. Comments and queries received outside of working hours are responded to the next working day. 

6.4.4. Comments requiring input from another department are passed onto the right person to provide an answer directly to the enquirer. 

6.4.5. If comments are queries posted outside of working hours on any of our corporate social media accounts represent a risk to patient safety or a serious risk to the ICB or ICS’ reputation, they should be flagged to the duty communications manager on call, who will respond as appropriate. 
6.4.6. See appendix C for a copy of internal social media monitoring guidance. 

6.5. Medical advice

6.5.1. We do not provide medical advice on social media channels; individuals with medical questions are advised to contact their local GP, NHS111 or to call 999 in a life-threatening emergency. 

6.5.2. Photographs and/or personal details provided by individuals are passed onto the relevant department where appropriate and then deleted. 
6.6. Internal social media accounts
6.6.1. Our ICB staff intranet Connect Online, includes access to a staff discussion forum which is powered by Yammer, an internal social network. This forum is available to all Mid and South Essex ICB staff. 
6.6.2. Staff are asked to follow the rules of engagement when using the platform: 
· Be respectful to colleagues.
· Take care not to engage in any conduct that would not be acceptable in the workplace. 
· Be tactful. It is ok to be critical of ideas but remember there are other people involved. Be kind and remember to consider the feelings of those who will be reading your comments. Differences in opinion help us to learn and develop together. Staff are asked to be open-minded to other people’s experiences.
· Any inflammatory or derogatory remarks will not be tolerated and will be removed by the moderators. 
7. Staff use of social media 

7.1.1. Staff choosing to use social media must be aware that their activity can be traced back to them. The conversations that you take part in and the things that you share about yourself can be enough to identify that you work for the ICB, even if you don’t say that in your profile. 

7.1.2. Individuals should take responsibility for protecting their own security online, including but not limited to restricting access to their accounts, blocking unwanted followers and reporting hacked accounts to the platform provider.

7.1.3. We encourage staff who want to have a presence on social media channels which in some way connects them to our organisation - for example, referring to the ICB or ICS in their profile, interacting with or commenting on ICB and ICS content in a way which indicates they are a member of staff, etc - to do so in a way that upholds our values and maintains or amplifies the work we do to deliver our corporate objectives. This means that social media activity should at the very least not undermine our work to promote positive and supportive health messaging, showcasing best practice, innovations and achievements. 

7.1.4. A disclaimer like ‘these views are personal and not necessarily those of my employer’ is useful but does not guarantee that posts or activity will not have a bearing on the ICB’s or your reputation, either formally or informally.
7.1.5. Comments and content posted by staff on social media channels express the views of the people submitting them. Unless comments are posted by an authorised user of the ICB and ICS’ corporate social media accounts, by an approved departmental account, or are retweeted/reposted by the official accounts, these comments don’t reflect the view of the ICB or ICS.
7.1.6. When using social media, or while online in any capacity, you should not: 
· Reveal confidential information about our residents, patients, staff, or the business activities of the ICB or ICS – this includes photographing residents, patients or colleagues without their consent.

· Engage in any activities which might bring the ICB and ICS into disrepute.

· Use the internet in any way to attack or abuse colleagues, patients, or visitors to our sites.
· Post defamatory, derogatory, or offensive comments about colleagues, patients, visitors, your work or NHS Mid and South Essex, the ICB and the ICS.

· Post defamatory, derogatory, discriminatory, or offensive comments that could be perceived as bullying or harassment - please read the ICB Dignity at Work policy.

· Express grievances about your job, your colleagues or the ICB – instead follow the appropriate policy or procedure including the Grievance policy, Dignity at Work policy or the Raising Concerns policy (whistleblowing) policy.

· Respond to requests for interview or opinion by journalists or members of the press – instead follow the guidance set out in the ICB media policy and direct them to contact the communications team.

7.1.7. All social media activity by any member of staff must adhere to the ICB policies on confidentiality and information governance, internet usage, and declarations of interests, gifts, sponsorship, and hospitality. Staff are individually responsible for content they post or publish online and should use discretion and common sense in all social media activity. 

7.1.8. This includes any individually identifiable information about residents, patients, or people, including those featured in the background of photos/video footage or other content. Any activity by staff which brings the ICB into disrepute - including posting, re-posting, commenting on or otherwise endorsing inappropriate content - could result in the ICB’s disciplinary procedures being invoked.

7.1.9. Individuals using social media in any professional capacity should follow the principles set out below:
· Be transparent.
· In your profile, be honest and clear about who you work for, what your role is, what you're interested in and reflect some of your personality. 

· If you do enter conversations in a professional capacity, identify yourself as working for our organisation and make clear that you are speaking in your own capacity and not on behalf of the ICB or ICS, see section 7.1.4.
· If you enter conversations using a departmental account, you are speaking on behalf of the ICB or ICS.

· Be friendly and approachable.
· Try to make your messages friendly; be professional but human, use the first person (‘I’) and get involved in conversations. It's fine to express your personal opinions, as long as it’s obvious that’s what they are, but only say things that you would in a crowded room. 

· Be accurate and honest and mindful of spelling and grammar.
· It’s fine to say ‘I do not know’ if something is not your area of expertise. You can always tag someone in who may know and can help or offer to put the person in touch with the right person/department using other channels like phone or email. That way you’re opening the conversation to others. It’s far better to be clear and check with an expert than to share wrong information.

· While everyone can make an occasional mistake, correct spelling, and grammar (including correct use of apostrophes) will positively influence how your account is perceived. Minimise your use of abbreviations where possible and don’t assume everyone will understand jargon.

· Participate, do not dictate

· Social media is about having conversations to build relationships. The most important thing is that you are part of those conversations. So, you can really help by trying to add something useful, valuable, or helpful to every interaction.

· Do not name our ICB or ICS in your personal account handle. 

· Using MSE, Mid and South Essex or any other variation of our ICS name in your handle, for example, @JoeBloggsMSEICS will give the wrong impression that you are acting on behalf of the organisation.

· Do name our ICB or ICS in departmental account handles.
· If you’ve received authorisation to set up and run a departmental account, you should include our ICB or ICS name in your handle. See Appendix B for our house rules.
· Do not say anything you would not say in a crowded room.
· Do not swear, use aggressive, abusive, discriminatory, or antagonistic language or get political. Use common sense and do not post anything that could be seen as damaging to your or our reputation.

· Do not discuss patients or patient care

· If you’re approached online by a patient or relative, be clear that social media is not the right way to discuss care or raise concerns, and direct them to contact the ICB or relevant organisation through the right channels.

· Never comment on anything related to legal matters or complaints. If you’re not sure if something’s about a legal issue, it’s best not to comment at all. This applies to statements coming from our corporate accounts, and to comments on our corporate channel posts – the communications team will handle public comments in line with our processes.  Any legal matters must be referred to the ICB corporate services team/.
· Do not get involved during a crisis.
· In the event of a major incident, staff must not film or show on social media anything relating to an ongoing incident or its response. This is to ensure integrity of policy and other emergency responses. For further information, please refer to the ICB Emergency preparedness, resilience and response team and associated policies/plans.

· During major incidents it’s better to have just one, official source of news and information, and this could be an external agency such as the police force, fire service or regional NHS organisation. Be mindful of what you say externally on any social networking sites as it can easily be picked up by the media. Look to internal channels such as the intranet or all staff emails for guidance during major incidents. 

· When sharing content, make sure you credit the original source.
· It's fine to link to external content, especially if it's of value to the conversation but make sure you credit the correct source. If you're not sure of the original source, at least tag the person you received it from.

· Admit your mistakes.
· Mistakes happen and that’s OK. The best thing to do when these occur is to admit it, apologise and correct it. Don’t delete the content in the hope it will go away or pretend you’re in the right, and if you’re not sure, contact the communications department for help.

· Pause

· We all sometimes get into uncomfortable conversations. Before responding, it's always a good idea to take a moment to consider your response. Show it to a colleague or contact the communications department for advice.

· Talk amongst your team.
· Be aware of our key corporate messages and try not to contradict these.

· Quality over quantity

· You don’t need to post every day to add a valuable voice to our messaging - it’s a conversation, not an obligation. However, if you want to engage with your peers or other audience, you should aim for regular high-quality posts.

· Don’t make big announcements.
· If you have a big announcement, such as innovation or service development, award nomination, or any good news story, let the communications team know first. We can work with you to amplify your message through all our communications channels to ensure you get maximum coverage. We understand the temptation to post big news quickly but sharing too soon can undermine other communications plans that you might not be aware of and may sometimes conflict with national guidance such as the pre-election period when restrictions are placed on public sector communications activity.
7.2. Safeguarding

7.2.1. During the course of your work for NHS Mid and South Essex ICS/B, you may have cause to engage in online conversations with - and the promotion of - engagement opportunities with children, young people and adults at risk. The use of social media introduces a range of potential safeguarding risks to these groups.

7.2.2. Most children, young people and adults use the internet positively, but sometimes they and others may behave in ways that pose a risk. Potential risks can include, but are not limited to:

· Online bullying

· Grooming, exploitation, or stalking

· Exposure to inappropriate material or hateful language

· The vulnerable person giving away personal details, which can be used to

locate them, harass them or steal their identity.

· Coercion into illegal activity, such as distributing illegal content or hate crime.

· Indoctrination into ideations and encouraged into terrorist activities.

· Encouraging violent behaviour, self-harm or risk taking

· People's wellbeing not being promoted, as their views, wishes, feelings and beliefs are not taken into account.

7.2.3. In order to mitigate these risks there are steps you can take to promote safety online:

· Don't target/or engage with children who are likely to be under the minimum requirement age for the social networking service that you are promoting. This is usually 13 years but can vary by platform so check the T&Cs of that site.

· Don't accept 'friend' requests from anyone you suspect to be underage.

· Avoid collecting, and don't ask users to divulge any personal details, including: home and email addresses, school information, home or mobile numbers.

· You should not use any information in an attempt to locate and or meet a child, young person or vulnerable adult, that is not directly to do with work.

7.2.4. The Sexual Offences Act (2003) combat increasing sexual approaches to access children and young people online. The Act 2003 created an offence of meeting a child following sexual grooming. This makes it a crime to befriend a child on the Internet or by other social media means and to arrange to meet or intend to meet the child or young person with the intention of abusing them.
Be careful how you use images of children, young people or adults – photographs and videos can be used to identify them to people who wish to groom them for abuse:

· consider using models, stock photography or illustrations

· if a child, young person or adult at risk is named, do not use their image

· if an image is used, do not name the child, young person or adult at-risk

· where necessary obtain parents'/carers/guardians or Lasting Power of Attorney’s written consent to film, or use photographs on web sites
· ensure that any messages, photos, videos or information comply with existing policies.

7.2.5. Promote safe and responsible use of social media/networking to your audience online and consider providing links to safety and support organisations on your profile. Remind people to protect their privacy.

7.2.6. Data Protection considerations - when you are collecting personal information about all users, you should always follow the requirements set out in the Data Protection Act 2018 and General Data Protection Regulations (GDPR). You should not use social media to collect personal data, and this should be done via alternative means, e.g. by signposting to a form on the ICB website.

Safeguarding yourself 

7.2.7. In addition to the outlined behaviours, if you are using corporate or personal social media/networking accounts for work related activity, you should also: 

· Ensure that your privacy settings are set up so that personal information you may not want to share is not available to members of the public. 

· Have a neutral picture of yourself as your profile image. 

· Do not use your work contact details (email or telephone) as part of your personal profile or personal contact details as part of a profile you use for work. 

· Keep yourself safe if you are not sure then do not proceed without advice and support. 

· Do not engage in intimate or sexual conversations. 

· Ensure any personal pictures you upload are not intimate, compromising or sexually explicit.

7.2.8. Should any employee encounter a situation whilst using social media that threatens to become antagonistic, they should politely disengage and seek advice from the social media team and/or their line manager.

Reporting safeguarding concerns

7.2.9. Any content or online activity which raises a safeguarding concern must be reported to your local safeguarding lead at NHS England. 

7.2.10. As a minimum you should ensure you have completed online safeguarding training and you are aware of your role and responsibilities to safeguarding children, young people and adults as outlined in the Safeguarding Policy. 

7.2.11. Any online concerns should be reported as soon as identified as law enforcement and child/adult safeguarding agencies may need to take urgent steps to support the person. Where a child, young person or adult is identified to be in immediate danger, dial 999 for police assistance. 

7.2.12. If you have concerns about a breach in the terms of service for a platform, e.g. participation of underage children, nudity in images, use of unsuitable language, grooming, stalking or ideation that could lead to terrorist activities etc. you should report this to the service provider. You should also report this activity to your line manager and the social media team as consideration may need to be taken regarding continued use of that platform. 

7.2.13. Regarding personal safeguarding, you should report any harassment or abuse you receive online whilst using corporate or personal accounts for ICS/B related business, to the social media team in the first instance (msepartnership.comms@nhs.net). They will advise you what further action should be taken and escalate to the legal, security and HR teams as required. Keep yourself and others safe. Do not place yourself at risk and engage in risk taking behaviour on social media platforms. 

8. Departmental accounts

8.1.1. Departments should not set up social media accounts without prior approval from the communications team. 

8.1.2. All new requests for departmental social media accounts must come through the corporate communications team to assess the need for the account and establish clear and measurable objectives for success. 
8.1.3. In many cases departmental accounts are not appropriate, and better reach and coverage can be gained by channelling content through the ICB and ICS’ corporate accounts, other communications channels, or by setting up an individual professional account. 

8.1.4. It is essential that staff members running an approved departmental account have clear objectives and aims to help determine how they will run their account. 

8.1.5. Staff wishing to set up a social media account for their department are required to submit an initial request to the communications team inbox (msepartnership.comms@nhs.net), who will arrange a conversation about the request. 

8.1.6. New social media accounts must be approved by the corporate communications team SMT who will use the following acceptance criteria. Social media accounts must: 

· Have clearly defined objectives and KPIs, defined as part of an approved communications plan.

· Have a content plan, editorial purpose and requirement to communicate regularly with a specific group of stakeholders on an ongoing basis.

· Be based on clear evidence of user needs and their use of that channel (not hearsay)

· Be sufficiently resourced to allow accounts to be checked multiple times a day with responses to questions/comments provided as appropriate.

· Be managed through the corporate media monitoring. 

· Not be used for promoting internal initiatives (staff comms)

8.1.7. Accounts may be closed for the following reasons: 

· Inactivity – e.g. no original posts made for 1 month or more.

· Frequency – e.g. less than one tweet/post a week over a 2-month period. 

· Interest – e.g. account has been active for 6 months or more but has less than 1000 followers • Relevance – programme or project has closed. 

· Governance – account not managed through corporate Brandwatch. 

8.1.8. Please note, requests for information made via X/Twitter or other online channels can be considered as freedom of information (FOI) requests where the real name of the requester is discernible. These should be passed to the FOI Team. If you have any queries about any of the content in this guidance, please contact msepartnership.comms@nhs.net. 

8.2. Training

8.2.1. If staff would like social media training they should contact the communications and engagement team. 

8.3. Unauthorised accounts

8.3.1. If any account is set up without prior approval, the communications team will make contact via messaging or a comment, requesting that the account owner gets in contact so we can provide support and gain the username and password for the account in case of hacking or malicious use. The communications team will then work with the account owner to establish objectives for success.

8.3.2. If the communications team is unable to contact account owners after repeated requests, or if posts originating from an authorised or unauthorised account breach this policy, the account will be reported through the relevant platform’s processes for impersonating a verified account or for posting false content, with a view to having the account permanently removed. 

9. Monitoring Compliance
It is the responsibility of all staff to ensure that the social media policy is adhered to and is being embedded within the ICB and wider ICS as appropriate. The Director of Communications and Partnerships will ultimately be accountable to the Integrated Care Board via the Audit Committee for ensuring that the social media management process delivers as expected and that the process remains robust and operates effectively and reviewed as necessary.

10. Staff Training
See section 6.9.
11. Arrangements for Review

This policy will be reviewed no less frequently than every two years.  An earlier review will be carried out in the event of any relevant changes in legislation, national or local policy/guidance, organisational change or other circumstances which mean the policy needs to be reviewed.

If only minor changes are required, the sponsoring committee has authority to make these changes without referral to the Integrated Care Board. If more significant or substantial changes are required, the policy will need to be ratified by the relevant committee before final approval by the Integrated Care Board.

12. Associated Policies, Guidance and Documents

Associated Policies
All associated policies can be found here: https://www.midandsouthessex.ics.nhs.uk/publications/?publications_category=icb-policies&publications_type=all&date_from= 
· Media policy
· Disciplinary policy 

· Grievance policy

· Dignity at work policy

· Raising concerns (whistleblowing) policy

· Managing violence and aggression policy
13. References

· Government Communication Service (GCS) Digital communication guidance: https://gcs.civilservice.gov.uk/guidance/digital-communication/ 

· Government Communication Service (GCS) Accessible communication: https://gcs.civilservice.gov.uk/guidance/digital-communication/accessible-communications/ 


· Government Communication Service (GCS) Planning, creating and publishing accessible information: https://gcs.civilservice.gov.uk/guidance/digital-communication/planning-creating-and-publishing-accessible-social-media-campaigns/ 
14. Equality Impact Assessment

The EIA has identified no equality issues with this policy.  

The EIA has been included as Appendix A.
Appendix A - Equality Impact Assessment

INITIAL INFORMATION

	Name of policy and version number:

Social Media Policy version 1.1 
	Directorate/Service: 

Communications

	Assessor’s Name and Job Title: 

James Sharp, Specialist Communications Manager
	Date: 

5th January 2024


	OUTCOMES

	Briefly describe the aim of the policy and state the intended outcomes for staff 

	This policy outlines how social media can used effectively to contribute to the Integrated Care Board’s work and provides staff with guidance on using social media, whether this is for approved ICB purposes or on a personal basis. 

	EVIDENCE

	What data / information have you used to assess how this policy might impact on protected groups?

	The ICB Communications and Engagement team regularly works with our workforce, stakeholders and local population including protected groups. 

	Who have you consulted with to assess possible impact on protected groups?  If you have not consulted other people, please explain why? 

	Mid and South Essex Communications Team. Healthwatch. Local population including those from protected groups. 


ANALYSIS OF IMPACT ON EQUALITY 
The Public Sector Equality Duty requires us to eliminate discrimination, advance equality of opportunity and foster good relations with protected groups.   Consider how this policy / service will achieve these aims.

N.B. In some cases it is legal to treat people differently (objective justification).

· Positive outcome – the policy/service eliminates discrimination, advances equality of opportunity and fosters good relations with protected groups

· Negative outcome – protected group(s) could be disadvantaged or discriminated against
· Neutral outcome – there is no effect currently on protected groups
Please tick to show if outcome is likely to be positive, negative or neutral.  Consider direct and indirect discrimination, harassment and victimisation.

	Protected

Group
	Positive

outcome
	Negative

outcome
	Neutral

outcome
	Reason(s) for outcome

	Age
	(
	
	
	Social media allows us to connect with and engage with all sectors of the community and we tailor content and the profile it is posted based on demographic. For example, content for younger people is best on Instagram or TikTok whereas for an older demographic Facebook is a better platform. 
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Disability

(Physical and Mental/Learning)
	(
	
	
	Social media has tools in place to ensure content is accessible. For example, we ensure we use alternative text to describe images to those who use assertive technology to access digital content.  
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Religion or belief
	(
	
	
	We ensure our social media content using inclusive language, no matter their religion or belief. 
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Sex (Gender)
	(
	
	
	We ensure our social media content uses inclusive language, no matter their gender status. 
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Sexual 

Orientation
	(
	
	
	We ensure our social media content uses inclusive language, no matter what a user’s sexual orientation is.  
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Transgender / Gender Reassignment
	(
	
	
	We ensure our social media content uses inclusive language. 

The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Race and ethnicity
	(
	
	
	We ensure our social media content uses inclusive language. 
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Pregnancy and maternity (including breastfeeding mothers)
	(
	
	
	We ensure our social media content uses inclusive language. 
The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.

	Marriage or Civil  Partnership
	(
	
	
	The policy sets out acceptable behaviours to reduce incidence of bullying/harassment including those based on protected characteristics, and processes to deal with them when they do occur.


	MONITORING OUTCOMES

	Monitoring is an ongoing process to check outcomes.  It is different from a formal review which takes place at pre-agreed intervals.

	What methods will you use to monitor outcomes on protected groups?

	Our social media is regularly monitored to ensure we are using inclusive language for all and that we have a good mix of content. 
We also ensure we are compliant with web accessibility regulations so all users, no matter their ability can access our communications and have a good digital experience. 

Social media is only way in which we communicate with our audiences. Digital inclusion is a priority for the communications and engagement team, and we regularly work with charities and community members to ensure information is disseminated to those who cannot access digital technology. 
Monitoring is an ongoing process to check outcomes. It is different from a formal review which takes place at pre-agreed intervals.
What methods will you use to monitor outcomes on protected groups?


	REVIEW

	How often will you review this policy / service? 

	Every 2 years.

	If a review process is not in place, what plans do you have to establish one?

	N/A


Appendix B – Social media house rules and moderation guidelines 
The following copy is available on our ICS website https://www.midandsouthessex.ics.nhs.uk/get-involved/social-media-moderation-guidelines/ and outlines the way that we expect members of the public to interact with our social media channels, and the measure we will take to ensure a safe online environment for our patients, staff and public.

Social media house rules and moderation guidelines

We use social media as a tool in our effort to communicate clearly, quickly and in an engaging manner to people who use our services and are interested in our work.

All our official channels display verified badges which confirm that they are recognised as authentic pages for our organisation and services. Social media pages that attempt to replicate our name, service, or branding should not be treated as trusted sources of information.

The following moderation guidelines relate to our social media channels. This includes Facebook, Instagram, X (formerly Twitter), LinkedIn, and YouTube.

· Facebook

· X (Formally known as Twitter)

· Instagram

· YouTube

· LinkedIn

These guidelines are in place to help create a safe place where you can engage with us, make comments, suggestions and ask questions.

Moderation guidelines

Keep our guidelines in mind when submitting comments and direct messages to our social media channels.

We moderate all messages and reserve the right to remove those which break our moderation guidelines. This is not about censoring your views. Moderation will not be used to suppress legitimate, reasoned discussion, criticism or complaints.

Inappropriate comments or content may include:

· Malicious or offensive messages that could constitute a personal attack on a person’s character, including other people using our social media channels, and our staff.

· Inciting hatred on the basis of race, religion, gender, nationality or sexuality or any other personal characteristic.

· Sharing personal details, such as private addresses, phone numbers, email addresses or other online contact details.

· High volumes of overly long messages which could constitute as spamming.

· Repetitive negative messages which aim to provoke a response or do not constructively add to the conversation.

· Comments that impersonate or falsely claim to represent a person or organisation.

· Swearing, hate-speech or obscenity.

· Comments which break the law – this includes libel, condoning illegal activity, and breaking copyright.

· Advertising commercial products and services – you can mention relevant products and services as long as they support your comment.

· Comments that name individual members of ICB staff

· Breach of any of the terms of any of the social media platforms themselves.


We reserve the right to remove comments, at our discretion, deemed inappropriate at any time. If we remove a comment for a reason listed above, we will try to reply to the commenter explaining our reason. We will invite them to make appropriate changes so that the comment can be reconsidered. Repeated breaking of these guidelines could result in the commenter being banned from viewing or commenting on our social media channels.

We will also remove, block, report or ban any user who:


· encourages others to post such messages,

· uses offensive images as their profile picture,

· has an offensive username.

Content

We use social media to publish a variety of content about Mid and South Essex Integrated Care System and Mid and South Essex Integrated Care Board and our services. This includes:

· guidance on how to access our services.

· links to our news, blog posts, videos, guidance, and other approved, publicly available NHS material

· topical questions related to our work intended to provoke discussion.

· proactive social media campaigns (including paid advertising) targeted to different audiences within the health and social care sector, and the public.

· links to relevant information produced and published elsewhere – this can include videos, blog posts, and retweets (RTs) from other X users.

· interesting figures, facts, quotes from our staff, or observations related to our work.

· Retweets (RT) and shares

· Content we retweet (RT) or share on social media does not imply endorsement. We may retweet news, links, and personal observations we believe are relevant to the work we do.

Following

Our decision to follow particular accounts does not imply endorsement. We follow accounts on X we believe are relevant to our work. This could include following the X accounts of companies and other commercial enterprises, or their employees, who comment on NHS-related issues, or politicians from different political parties.

Availability

We are committed to updating and monitoring our social media accounts during regular office hours. These operating hours vary between our different services and accounts.

However, like many social media accounts, we may monitor and respond at other times of the day. We accept no responsibility for lack of service due to individual social media platform downtime.

Replies and direct messages

Our teams are available from 9.00am to 5:00pm (Monday to Friday, excluding Bank Holidays) and we aim to respond within 48 hours.

We read every comment, and will respond where possible, however due to the volume of traffic on our social media accounts, it is not always possible to respond to every comment.

Sometimes, we’ll need to find the right person to help and so may take a little longer in coming back to you. We encourage you to use other ways to contact us if your question or comment requires urgent attention.

We cannot answer individual medical enquiries on social media. If you have a medical question or concern, please contact your GP or NHS111.

Please remember, our social media teams who look after our social media channels are humans too, and we may sometimes make mistakes when posting, but we’ll update our posts as soon as we can.

Handling your queries

Providing information and evidence on social media

To resolve your query, we may request personal information or evidence to verify your identity and locate your record.

You need to be aware that any information or evidence you share with us by a direct message may be used by your social media provider in line with their privacy policy and terms and conditions.

Contacting us on behalf of someone else

In some instances, third parties such as family, friends, or organisations may want to contact us privately on behalf of someone who needs help with one of our services.

We need explicit consent from the individual before talking to a third party (including family members) about their record. You can provide consent by contacting us by phone or email.

Complaints, media requests, and freedom of information requests

We encourage you to follow traditional channels to make a media request, freedom of information (FOI) request, or complaint. See details of other ways to contact us.

Our staff and staff social media

Some of our staff post on social media under their own names or pseudonyms. Despite their professional affiliation with the ICS or ICB, their social media posts do not represent the official position of either organisation or our Board and should be considered the product of each individual as a private citizen.

Accessibility

We aim to make our social media as accessible as possible for our communities, and there are several ways we do this:

· Adding image descriptions to photos on social platforms

· Using CamelCase in hashtags to ensure that screen readers interpret hashtags correctly.
· Adding subtitles to videos

Privacy

We are committed to protecting and respecting your privacy. We may use analytics or third parties to analyse our social media channels for trends, insights, and engagement.

What to do if you see something that doesn’t look right

If you spot any content or comments posted on our social media channels which you believe are not in accordance with these house rules, please report it to comms.msepartnership@nhs.net and/or send a message through the relevant social media channel.
Appendix C Internal guidance for moderating social media content
All social media administrators are responsible for moderating all of our content. This means checking the comments on all our posts across channels and acting if any need to be removed or muted. Our top priority is to protect the reputation of NHS Mid and South Essex ICB, Mid and South Essex ICS and to ensure we are protecting any NHS staff featured from abusive messages and we prevent dangerous misinformation gaining traction. 

Channels should be checked at least three times a day. Every morning, check comments on posts from the day before in case anything escalated overnight. Each time you check in, look at all posts shared that day (even if you have already looked once) as conversation may have moved on since you last checked those posts. At the end of the day, make sure the person on call is aware of any ongoing issues in case action is needed out of hours. 

	Type of comment
	Details
	Action

	Harmful, targeted abuse at a person or group of people


	This includes anything that breaches social media platform’s code of conduct — any comments that promote violence against, threaten, or harass people on the basis of race, ethnicity, national origin, caste, sexual orientation, gender, gender identity, religious affiliation, age, disability, or serious disease.

Mentioning a ICB staff member in posts that could open them up to abuse and online trolling. This against our house rules. 
	Delete these comments if the platform allows, if not, hide and report them — this is our non-negotiable red line and we have a zero-tolerance policy for abuse on our posts. These posts break the social media platforms’ policies too, so they should take action if reported.

Delete message and contact person to explain why their post has been removed. 



	Mis- or disinformation or spam messages / posts


	These comments may not technically break the rules of a platform or be targeted at an individual (so it’s unlikely the platform will remove them), but they could spark dangerous conversations (e.g. spreading anti-vaxx information) or cause people to make decisions that are harmful.

Spam content includes unwarranted messages from spam bots or continued spamming of messages from an individual or suspicious account. 


	Hide these comments — attempt to prevent the conversation escalating before it snowballs. 

Delete these posts if they are spam or spreading misinformation (and leave any that are unpleasant), as you can’t ‘hide’ comments.



	Anything else


	All other content — including comments that are critical of the MSE ICB and/or MSE ICS. 
	Leave these comments — but take note if key themes are emerging to inform future content. People can criticise us, even if we disagree, and we shouldn’t be silencing these comments.
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